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DISCLAIMER
IN BRIEF includes claim prevention information that helps you to minimize the likelihood of being sued 
for legal malpractice. The material presented does not establish, report, or create the standard of care for 
attorneys. The articles do not represent a complete analysis of the topics presented, and readers should 
conduct their own appropriate research.

Issue 123

My previous article, “Business Associate, 
Esq.: HIPAA’s New Normal,” which appeared in 
the September 2013 issue of In Brief, was new 
information for many in the Bar and generated 
concern from others about how to achieve com-
pliance with HIPAA’s business associate require-
ments. This article provides more information 
about the compliance process and outlines an ap-
proach to compliance planning.

First, confirm that you are a business associ-
ate. Most attorneys who obtain health informa-
tion from clients are not business associates. If 
you obtain health care records or information 
through discovery, then chances are you are not 
a business associate, at least with respect to the 
opposing party. The only time that a business 
associate relationship arises is when your client 
is a HIPAA “covered entity,” which, practically 
speaking, means a health insurer, a group health 
plan, or a health care provider. When such a cli-
ent gives an attorney protected health information 
(PHI) about an individual in order to receive le-
gal services, then you have a business associate 
relationship and all the compliance burdens that 
come with it. Thus, insurance defense attorneys 
are business associates when they receive PHI 
from their insurers for purposes of representing 
insured covered entities. So remember: no cov-
ered entity client, no business associate. 

If you are a business associate and have not 
yet begun the trek towards compliance, your most 
important first step is to educate your organiza-
tion, particularly the persons who will lead com-
pliance efforts. 

Privacy
Compliance follows two tracks: privacy 

The HIPAA Compliance Process
and security. The former is not unlike the steps 
you already take to keep client information 
confidential. You will find that most privacy 
compliance is about management, not comput-
ers, and consists principally of documenting 
workflow policies and procedures designed to 
limit access to health information to those who 
have a right to it or a need for it. Some HIPAA- 
specific compliance is also important: what a val-
id authorization or business associate agreement 
must contain, for example, or your obligation to 
retain information about disclosures of PHI to 
third parties, like litigants. But you decide the 
process by which these policies and practices are 
reviewed; you decide how training is delivered to 
your workforce; and you set standards of disci-
pline for compliance violations. In short, privacy 
has a lot in common with what law firms already 
do to make sure that sensitive information stays 
protected. As an example, and remembering that 
“Individual” refers to the subject of PHI, a list 
of internal privacy policies and procedures might 
look like this: 

  1. An Individual’s Right of Access to PHI

  2. An Individual’s Right to Accounting of 
Disclosures of PHI

  3. An Individual’s Right to Seek Amend-
ment of PHI

  4. Minimum Necessary Use and Disclosure 
of PHI

  5. De-identification of PHI

  6. Individual Requests for Restrictions on 
Use or Disclosure of PHI

  7. Verification of Identity

  8. Individual Authorization of Disclosures 
and its Revocation
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  9. Privacy Complaint Procedure

10. Individual’s Personal Representatives

11. HR Sanctions

12. Breach Notification

13. Business Associates and Agreements

14. Training

There is no regulatory obligation for business associates 
to describe their policies and procedures; they just need to 
have them. Covered entities must give individuals a docu-
ment called a “Notice of Privacy Practices” that summarizes 
the rights of individuals, but business associates have no such 
obligation. There is no standard language required for the 
policies and procedures adopted.

Security
The security compliance process is a bit more foreign 

to most law firms than the privacy compliance process, and 
the vocabulary is different. The government’s efforts these 
past fifteen years to digitize health information in the hope 
of making the health care delivery system more efficient also 
created privacy concerns. Electronic PHI, or “EPHI,” is the 
subject of HIPAA’s Security Rule. Thus, security compliance 
is about the protection of EPHI. Even if a business associate 
does not have electronic PHI, it still has an obligation to safe-
guard PHI kept in paper or other form. But it doesn’t have 
to comply with the specific standards of the Security Rule. 
If health information is stored or transmitted electronically, 
security measures are not limited to technological devices. 
Your firm’s computer network, PDAs, and other electronic 
means of storing and sharing information are important fac-
ets of its HIPAA security risks, but so is the physical security 
of your offices and files, and the human resources manage-
ment practices you implement. 

The analysis of security risks is at the heart of a security 
program and must be undertaken at the outset of a compli-
ance effort. The first thing the Office for Civil Rights (OCR) 
will ask for, should you come to their attention, is a copy of 
your documented risk analysis. An abbreviated description of 
that process follows. 

1. Inventory IT Assets and Users

Identify all IT resources in your firm’s network, their 
connectivity, the authorized users, and the systems making 
up the network. Where does protected health information re-
side, how may it be accessed, and who has need of it? This 
defines the scope of the technical risk analysis: the what, 
the where, and the whom of information in your system; the 
functions performed by the network; the criticality of differ-
ent systems and data to those functions; and the safeguards 
required to protect the integrity and confidentiality of the 
information on the network. 

2. Assess Your Vulnerabilities

Vulnerabilities are weaknesses in an organization and its 
information systems that can be accidentally or intention-
ally exploited by threats to security. Threats may be natural, 
human, or environmental. The firm’s vulnerability to such 
threats is analyzed primarily through an assessment of exist-
ing security systems and features, both technical and admin-
istrative. Previous experience with security incidents (e.g., 
an employee who still had network access for weeks after 
termination) needs to be reviewed. Prior reports of security 
problems and similar documentation should be reviewed. 
Network testing software and automated techniques may be 
used to identify technical vulnerabilities. The resulting infor-
mation should then be used to evaluate the administrative and 
technical security requirements of your information systems 
and the existing controls relied upon to keep them secure. 
Where you find deficiencies in security controls, those are 
your vulnerabilities.

3. Predicting Likelihood

The degree of risk associated with a vulnerability is 
determined by reference to two factors: the likelihood of a 
security failure and the impact of such a failure, particularly 
with regard to the integrity and confidentiality of network 
data. The likelihood of a breach in security is generally rated 
high, medium, or low depending on the motivation and ca-
pability of threats, the nature of the vulnerability, and the 
effectiveness of existing controls. 

4. Estimating Impact

The estimated impact of a security failure is an estimate 
of potential harm and is determined by reference to the net-
work’s purposes, the importance of network data to the or-
ganization, and the sensitivity of network data, which also 
reflects the legal obligation to keep such information private 
and secure. Again, data integrity and confidentiality are the 
touchstones of security policies. But operational measures, 
such as interruption in service, lost revenue, and liability ex-
posure, are also measures of impact.

5. Documentation

As important as the risk analysis process is, document-
ing that process is just as important. Documentation is not 
only legally required, it is the sole record and justification 
for the decisions made in constructing your security pro-
gram. HIPAA’s Security Rule identifies security standards 
that are mandatory and security solutions that must be 
implemented. Alternatively, some standards and methods 
are “addressable,” which requires a documented consid-
eration of these standards and methods and the decision 
to adopt them or to choose an alternative. These decisions 
and alternative means must be documented in order for 
your security program to be compliant. 
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6. Continual Reassessment

HIPAA security compliance must be reassessed on a 
periodic basis or in response to serious breaches of secu-
rity. These assessments also must be documented, as must 
any changes to policy or procedure that result from them. 
Security programming takes into account changes in your 
organization and changes in the compliance and security 
environment. This ongoing process identifies changing tech-
nology in your organization, the organization’s evolving 
vulnerability to internal and external threats, the likelihood 
of those threats becoming real, and the impact breaches in 
security could have. This is a continuing effort to minimize 
security vulnerabilities and to prioritize threats. 

Resources

You may find some of the information available at the 
following sites of value. For a general introduction to HIPAA 
regulation, there is the OCR’s website: http://www.hhs.gov/
ocr/privacy/.

The Department of Health and Human Services (DHHS), 
Office of the National Coordinator, in conjunction with the 
DHHS’s Office of Civil Rights, recently published a risk 
analysis tool for small-to-medium-size organizations. It can 
be downloaded and will take you through a series of questions 
(about 156 of them), and your replies will elicit additional in-
formation. This tool can be found at http://www.healthit.gov/
providers-professionals/security-risk-assessment-tool. 

For those really interested in security, the 800 Series 
of publications by the National Institute for Standards and 
Technology (NIST) is the gold standard for HIPAA security. 
Bear in mind, however, that the NIST playbook is designed 
for use by federal agencies, so the bar is set pretty high and 
can be difficult to apply to a small private organization. See 
http://csrc.nist.gov/publications/PubsSPs.html#800-30. 
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